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Cechy niskiego poziomu

» Moore 2005
> Zbior danych
opisujacych
pojedyncze
przeptywy pakietow
TCP pomiedzy
klientem i serwerem

- Kazdy rekord zawiera
248 cech

- Rekordy podzielone
sa na klasy (w tym
mail)
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The total number of ack packets seen (TCP segments
seen with the ACK bit set) (client—server).

" (server—client)

The total mumber of ack packets seen that were not
piggv-backed with data (just the TCP header and
no TCP data payload) and did not have any of the
SYN/FIN/RST flags set (client—server)

" (server—client)

The total number of ack packets seen earrying TCP
SACK [6] blocks (client—server)

" (server—client)

The total mumber of sack packets seen that carried
duplicate SACK (D-SACK) |7 blocks. (client—server)
" (server—client)

The maximum number of sack blocks seen in any sack
packet. (client—server)

" (server—client)

The mumber of unique bytes sent, i.e., the total bytes of
data sent excluding retransmitted bytes and any bytes
sent doing window probing. (client—server)

" (server—client)

The count of all the packets with at least a byte of
TCP data payload. (client—server)

" (server—client)

The total bytes of data seen. Note that this includes
bytes from retransmissions / window probe packets if
any. (client—server)

" (server—client)

The count of all the packets found to be retransmis-
sions. (client—server)

" (server—client)

The total bytes of data found in the retransmitted
packets. (client—server)

" (server—client)

The count of all the window probe packets seen. (Win-
dow probe packets are typically sent by a sender when
the receiver last advertised a zero receive window, to
see if the window has opened up now). (client—server)
" (server—client)

The total bytes of data sent in the window probe pack-
ets. (client—server)

" (server—client)

The count of all the packets that were seen to arrive
out of order. (client—server)
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Nagtowek IP
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Przyktadowe cechy

» Minimalny, sredni i maksymalny
- Rozmiar pakietu
> Interwat miedzy pakietami
- Rozmiar pakietu z dana flaga
- Rozmiar okna TCP

» Liczba
- Pakietow
- Pakietow z dana flaga




Wykrywanie spamu

» Zadnik 2008

- Analiza ruchu mailowego
- 9 tygodni

- 60 cech niskiego poziomu
- 2% 30 w obu kierunkach

> Podziat ruchu na 5 klas




Tworzenie zbioru danych
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Klasyfikacja ruchu

» Ham potaczenia zaznaczone jako nie
spam przez SpamAssasin

Y_spam potaczenia zaznaczone jako nie
spam przez SpamAssasin

Rejectedpotaczenia z DNS bedacych na
czarnej liscie

Outgoing potaczenia wychodzace
Other skanowanie portow, DoS, inne
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Rozktad w grupach
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Wyniki klasyfikacji

Rozpoznana: |y Spam ham rejected | outgoing | other
y Spam 3546 28 138 0 48
ham 189 531 4 0 5
rejected 7 0 12986 0 78
outgoing 0) 0 0 896 0

other 60 4 181 0 1214

Skutecznosc¢ 93.3% | 90.3% | 97.6% | 100% | 90.3%




Redukcja cech

» Grzenda 2012

- Powtdrzenie testow Zadnika
- Redukcja wymiaru danych




Wptyw redukcji wymiaru cech na
skutecznos¢ klasyfikacji
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