Jak wprowadzic w btad
sieC heuronowa?

Adam Zychowski




Motywacja

» sieci neuronowe zaczety podejmowac decyzje
wptywajace na zycie, zdrowie, sekrety (self-
driving cars, skanery na lotniskach,
diagnozowanie chorob, face recognition itd.)

» coraz wiecej mowi sie o bezpieczenstwie sieci
neuronowych i coraz wiecej zasobow
przeznaczanych jest na konstruowanie atakow

» ,uczenie maszynowe dziata, ale tatwo je
zepsuc”




[Szegedy et al. 2014]
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Dlaczego to dziata?

------- Task decision boundary 83 Training points for class 1
Model decision boundary @ Training points for class 2
&8 Test point for class 1 @ Test point for class 2

98 Adversarial example for class 1 @ Adversarial example for class 2




Podziat atakow
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[Papernot et al. 2016]

Output classification
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One-pixel attack

[Su et al. 2019]

AllConv NiN VGGI16

OriginAcc 85.6% 87.2% 83.3%
Targeted 19.82% | 23.15% | 16.48%
Non-targeted | 68.71% | 71.66% | 63.53%

CIFAR-10 dataset

AllConv NiN VGG
_;
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One-pixel attack

[Su et al. 2019]

Original image (dog)

Airplane | Automobile | Bird
Cat Deer Frog
Horse Ship Truck

Target classes




One-pixel attack

[Su et al. 2019]

>

ImageNet dataset

AlexNet network

Cup(16.48%) Bassinet(16.59%)

16% obrazow ,,podatnych” Soup Bowl(16.74%) Paper Towel(16.21%)
na one-pixel attack T > z

Teapot(24.99%) Hamster(35.79%)
Joystick(37.39%) Nipple{(42.36%)



Universal adversarial perturbations

[Moosavi-Dezfooli et al. 2017]




Universal adversarial perturbations

[Moosavi-Dezfooli et al. 2017]

CaffeNet %] | VGG-F[2] | VGG-16[17] | VGG-19[17] | GooglLeNet [ 1%] | ResNet-152 [5]
X 85.4% 85.9% 90.7% 86.9% 82.9% 89.7%
Val. 85.6 87.0% 90.3% 84.5% 82.0% 88.5%




(d) VGG-19 (e) Googl.eNet (f) ResNet-152




High confidence predictions for
unrecognizable images

[Nguyen et al. 2015]
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High confidence predictions for

unrecognizable images 5 7 9 _
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High confidence predictions for
unrecognizable images

[Nguyen et al. 2015]

1 State-of-the-art DNNs can recognize

2 But DNNs are also easily fooled: images can be produced that are unrecognizable
real images with high confidence

to humans, but DNNs believe with 99.99% certainty are natural objects
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High confidence predictions for

unrecognizable images

[Nguyen et al. 2015]
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Adversarial Examples that Fool both
Computer Vision and Time-Limited Humans

[Elsayed et al. 2018]



Adversarial Patch

[Brown et al. 2017]

Classifier Output
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Classifier Output




Adversarial Patch

[Brown et al. 2017]
I

Classifier Input Classifier Output

https://youtu.be/i1sp4X57TL4



Adversarial Patch

[Brown et al. 2017]
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Adversarial Patch

[Brown et al. 2017]

» nie wymaga precyzyjnej modyfikacji obrazu
» nie zalezy od konkretnej sieci neuronowej

» tatwe do zastosowania i rozpowszechnienia

» dziata tylko w przypadku klasyfikacji jednego
obiektu (jednej klasy)




Adversarial Sticker (Face ID system

[Komkov et al. 2019]
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Adversarial Sticker (Face ID system

[Komkov et al. 2019]

https://youtu.be/MIbFvK259¢8



Physical-world attacks

[Eykholt et al. 2018]
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Physical-world attacks

[Eykholt et al. 2018]

Subtle Poster Camouflage Camouflage Art  Camouflage Art

Distance/Angle Subtle Poster Right Turn Graffiti (LISA-CNN)  (GTSRB-CNN)
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Adversarial 3D objects

[Athalye et al. 2018]




Adversarial 3D objects

[Athalye et al. 2018]

B classified as turtle [ classified as rifle
B classified as other




Adversarial 3D objects

[Athalye et al. 2018]
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Adversarial 3D objects

[Athalye et al. 2018]

Original: orange

Adyv: power drill
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Audio Adversarial Examples

[Carlini et al. 2018]

"it was the
::} best of times,
it was the
worst of times"

"itis a truth
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https://nicholas.carlini.com/code/audio adversarial examp



https://nicholas.carlini.com/code/audio_adversarial_examples

Mam siec neuronowa.
Co robic? Jak zyc?

» rozszerzenie zbioru uczacego
» ,mieszanka” roznych architektur sieci
» ukrywanie gradientu (gradient masking)

» adversarial learning

Discriminative Generative
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Mam siec neuronowa.
Co robic? Jak zyc?

» nadal klasyfikatory nie sa doskonate, wiec ich
zastosowanie jest ograniczone a projektowane
systemy z ich uzyciem sg przygotowane na btedy

» wiekszosc¢ atakow dedykowana dla konkretnej
architektury sieci - potrzeba jej znajomosci* lub
setek tysiecy odpytan (klasyfikacji)
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